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Overview of the SANtricity Management Pack for Microsoft
System Center Operations Manager (SCOM) 3.0

The NetApp SANtricity Management Pack helps you monitor your storage health status from within the System
Center Operations Manager (SCOM) environment. The integration of the management pack and the SCOM enables
you to extend SCOM 2012 and 2012 SP1 monitoring capabilities to include detailed storage array conditions and
resolution steps for troubleshooting.

The NetApp SANtricity Management Pack provides critical alerts including storage array summary, details, and
applicable recovery procedures. You can now troubleshoot NetApp storage arrays from one SCOM console, which
reduces the complexity of dealing with multiple proprietary applications.

A script is available for downloading and importing volume performance data into a spreadsheet or other tool for
detailed analysis. Obtaining Volume Performance Data provides detailed information about the script.

The NetApp SANtricity Management Pack for Microsoft System Center Operations Manager 3.0 does not support in-
band NetApp storage array monitoring. In-band monitoring of the storage array manages through the host and not
directly through the on-board management Ethernet connections.

NetApp SANtricity SCOM Management Pack
Infrastructure

Finance |
Workload

SANtricity
Integration Pack

SCOM
Management Server

Operations |
Workload

SANtricity
Integration Pack

Purpose

This guide is for Operations and System Administrators who monitor and troubleshoot NetApp storage arrays. The
NetApp SANtricity Management Pack is to be used only for monitoring and configuring performance thresholds for
NetApp storage arrays. You cannot use the NetApp SANTtricity Management Pack to perform storage management
functions. For recovery procedures that require storage management functions that are listed in the alert knowledge
base articles within the SCOM console, refer to the NetApp Storage Manager documentation.
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New in This Release
The information in this guide is based on version 3.0 of the NetApp SANTtricity Management Pack.

NOTE: All references in this user guide to NetApp storage arrays include both E-Series storage arrays and EF-Series
flash arrays.

The following features are new in this release of the NetApp SANtricity Management Pack:

e Summarized views of the state and health of storage resources through dedicated Dashboards
e The ability to graph various volume performance metrics through Performance Views

e Hierarchical view of all storage and hardware currently monitored by the plug-in through the Diagram View
e The ability to launch the NetApp Storage Array Discovery application for an agent machine through the operations
manager

Abbreviations, Acronyms, Terms and Definitions
The following table shows the abbreviations and acronyms used in this document and their definitions.

Abbreviations, Acronyms, Terms, and Definitions

Abbreviations, Acronyms, and Terms Definitions
MS SCOM management server
SCOM System Center Operations Manager
Storage Pool Consists of disk pools or volume groups
An agent computer that communicates with multiple
Proxy storage arrays

NOTE: The NetApp SANTtricity Management Pack has been tested to support up to 30 NetApp storage arrays for each
agent-managed computer.

Software Configurations
The NetApp SANtricity Management Pack supports the following software configurations:

Software Configurations table

Power .NET
Root Management Servers Agent-Managed Computers Shell Framework
Windows Server 2012 Windows Server 2012 3.0 NET 4.5.1 SP
Windows Server 2012 R2 Windows Server 2012 R2 3.0 NET 4.5.1 SP
Windows Server 2008 R2 3.0 NET 4.5.1 SP

2 NetApp SANTtricity Management Pack for Microsoft System Center Operations Manager 3.0 User Guide



Downloading NetApp Storage Array Management Files

Download the SCOM-Management-Pack-WSX64-03.00.XXXX.3000.exe file from the Support Site at
http://mysupport.netapp.com/.

Required Microsoft Updates and Add-ons

For the NetApp SANtricity Management Pack to function properly, you must first install the latest Microsoft updates
and add-ons on each of your management server and agent machines. Refer to the following for an overview on all
updates and add-ons required for each software configuration:

Root Management Servers

Update/Add-on

All configurations

SC Management Pack for Windows Server
Operating System.msi

Microsoft System Center Management Pack for
SOL Server — SQLServerMP.msi

SCOM 2012 R2 configuration only

Update Rollup 4 for System Center 2012 R2
Operations Manager

SCOM 2012 SP1 configuration only

Update Rollup 7 for System Center 2012
Operations Manager Service Pack 1

Agent-Managed Computers

Update/Add-on

Windows Server 2008 R2 agent / SCOM 2012 R2
management server configuration only

MS15-086: Security update for Update Rollup 7 for
System Center 2012 R2 Operation Manager:
Auqust 11, 2015

NOTE: If you run this Windows Server 2008 R2
configuration without a prior installation of Update
Rollup 7, the following error is captured under the
Event Log, “NetApp SANTtricity Storage Array MP
scripts require Powershell version 3.0 or greater.
This Agent is running version 2.0.”

Windows Server 2008 R2 agent / SCOM 2012
SP1 management server configuration only

MS15-086: Security update for Update Rollup 10 for
System Center 2012 Operations Manager Service
Pack 1: August 11, 2015

NOTE: If you run this Windows Server 2008 R2
configuration without a prior installation of Update
Rollup 10, the following error is captured under the
Event Log, “NetApp SANTtricity Storage Array MP
scripts require Powershell version 3.0 or greater.
This Agent is running version 2.0.”

NetApp SANTtricity Management Pack for Microsoft System Center Operations Manager 3.0 User Guide 3
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Configuring Agent-Managed and Management Server Computers

Before you install the NetApp SANTtricity Management Pack for Microsoft System Center Operations Manager 3.0,
perform the following tasks to configure the management server and agent-managed computers.

Enabling Proxy Server Capabilities

Enable agent-managed computers that monitor NetApp storage to act as proxy servers and discover managed
objects on other computers in the RMS SCOM Server console.

If you do not enable agent-managed computers that monitor NetApp storage arrays to act as a proxy and discover
managed objects on other computers from the root management server, the NetApp SANTtricity Management Pack
does not function.

1. Open the SCOM Operations Console.

2. Open the Administration view, and select Device Management >> Agent-Managed.

3. Right-click the agent-managed computer that monitors NetApp storage arrays, and select Properties.

4. Select the Security tab, and enable Allow this agent to act as a proxy and discover managed objects on
other computers.

5. Click OK.

6. Perform Step 1 through Step 5 for each agent-managed computer that is used to monitor NetApp storage arrays.
NOTE: If an array fails to display under the StorageArray view, verify the Allow this agent to act as a proxy and
discover managed objects on other computers box is checked for the corresponding agent-managed
computer.

Removing a previous version of the NetApp Management Pack on the Management Server
Computer

Before installing the NetApp SANtricity Management Pack for Microsoft System Center Operations Manager 3.0, you
must first uninstall any previous version of the NetApp SANTtricity Management Pack for Microsoft System Center
Operations Manager on the Management Server computer.

1. Onthe Management Server, select Start >> All Programs >> Operations Console.
The Microsoft System Center 2012 Operations Manager console appears.
2. Inthe lower left corner of the Operations Manager window, click Administration.
The Administration Overview window is displayed.
3. Under the Administration panel of the Administration Overview window, select Administration >> Management
Packs.
A list of management packs display within the Administration Overview window.
4. Locate NetApp Storage Array under the list of management packs.
5. Right-click NetApp Storage Array and select Delete.
An Operations Manager dialog is displayed.
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6. Click Yes within the Operations Manager dialog to remove the selected NetApp ESeries Storage Array

management pack.

The NetApp ESeries Storage Array management pack is removed.

Removing a previous version of the NetApp Management Pack on the Agent-managed

computers

Perform the following to remove a previous version of the NetApp Management Pack from an agent-managed

computer:

1. Onthe Agent-managed computer, select Start >> Control Panel >> Uninstall a Program.
The Uninstall or change a program window is displayed.
2. Under the Uninstall or change a program window, locate the NetApp Management Pack.
3. Right-click the NetApp Management Pack, and select Change.
The NetApp Management Pack Installation Wizard is displayed.
4. Under the NetApp Management Pack Installation Wizard, click Next.
The Program Maintenance dialog is displayed.
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=1} netapp - Control Panel\ProgramsiPrograms and Features =
®© = 1[I » Control Panel » Programs » Programs and Features v & [retapn x |
Control Panel Home .
Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change_or Repair,
w Tlfme Windows features on or i NetApp SANtricity Management Pack - InstallShield Wizard -
o Organize ) = or @
Install a program from the Program Maintenance
network Mame Installed On  Size i
15 Netapp 6/11/2015 MBKE (
) Repair
Repair installation errors in the pragram, This option fixes missing or
carrupt files, shartouts, and registry entries.
® Remove
@ Remave NetApp SAMEricity Management Pack from wour computer.
& |
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< Back ” Next = | ‘ Cancel
< >
_ MetApp, Inc, Product version:  03,00,307.3090 Suppoert link:  http:/fwww
iha Help link:  http://www.NetApp, I... Size: 248KB

5. Under the Program Maintenance dialog, select Remove, and click Next.
The Remove the Program dialog is displayed.

6. Under the Remove the Program dialog, click Remove.
The Installation Complete dialog is displayed.

7. Click Finish.
The NetApp Management Pack Installation Wizard closes.

Installing the NetApp Management Package on an agent-managed computer

You must install the NetApp Management Pack on the agent-managed computer before you install the NetApp
SANtricity Management Pack on a management server computer. Based on the operating system of the agent-
managed computer, the following Agent-Managed Computer Requirements table shows the software necessary for
monitoring NetApp storage.

Agent-Managed Computer Requirements table

Operating System Software

e Power Shell version 3.0 or later
e .NET Framework version 4.5.1
¢ NetApp Management Pack (available x64

Windows 2012 version)

e Power Shell version 3.0 or later
e .NET Framework version 4.5.1
¢ NetApp Management Pack (available x64

Windows 2012 R2 version)

e Power Shell version 3.0 or later

e .NET Framework version 4.5.1

o NetApp Management Pack (available x64
version)

Windows Server 2008 R2
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The NetApp Management Pack installation log file is located at the following location:

%temp%\SCOMManagementPacklinstalllog.txt

To install the NetApp Management Package, perform the following steps:

Log in to the agent-managed computer with an account that has installation privileges.
Locate the desired NetApp Management Pack Installer for SCOM-W SX64-00.00.00.00 (x64 platforms).
Run the Installer.

The installation wizard is displayed.

i3 NetApp SANtricity Management Pack for Agent Computers - Inst. .

Welcome to the InstallShield Wizard for
NetApp SANtricity Management Pack for
Microsoft System Center Operations Manager

The InstallShield(R.) Wizard will install NetApp SAMEricity
Management Pack For Agent Computers on your computer, To
continue, click Mext,

WARMING: This program is protected by copeyright law and
inkernational treaties.

< Back Mext = | | Cancel

4. Click Next.

The End-User License Agreement dialog is displayed.

NetApp SANTtricity Management Pack for Microsoft System Center Operations Manager 3.0 User Guide



i3 NetApp SaNtricity Management Pack for Agent Computers - Inst... -

License Agreement

read the Fal

End User License Agreement for Netipp, Inc. ~
Boftware

READ THISZ LICEN3E CAREFULLY EBEFORE U3ING IOFTWARE
CRDERED OR OTHERWISE ACQUIRED FROM NETAFP, INC.

(" METAPE ™) OR A NETAPF RESELLER, INCLUDING
WITHOUT LIMITATION ANY JO0FTWARE EMEEDDED IN
AFFLICAELE HARDWARE. YOUR USE OF THE BOFTWARE
CONSTITUTES Y¥OUR ASSENT To THE TERMS OF THIA
ASGREEMENT. AIMILARLY, THE ACTIVATION OF ANY hd

(®) [ accept the terms in the license agreement

()1 do not accept the terms in the license agresment

Installshield

| « Back || Mext = | | Cancel

5. Select | accept the terms in the license agreement, and click Next.

The Destination Folder dialog is displayed.

i3 NetApp SANtricity Management Pack for Agent Computers - Inst... -

Destination Folder

Click Mext to install ba this Folder, or dick Change to install to & different Folder, “ NetApp

Install MetApp SANEricity Management Pack For Agent Computers to:

C:\Program FilesiNetApplSCOM Management Packl

Installshield

| < Back || Mext = | | Cancel |

6. If needed, click Change to specify the desired folder location for the NetApp Management Pack.
7. Click Next.
The Web Server Port Configuration dialog is displayed.
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13 Netapp SANtricity Management Pack for Agent Computers - Inst... -

Web Server Port Configuration

Il ko & different Folder, “ NetApp'

The NetApp SCOM Management Pack uses a web server to monitor

[:::\7 storage arrays. The default port is 8080. This port can be changed
after this installation program is complete. The configuration file is
listed below.

Ci\Program Files\NetAppiSCOM Management Packhiwebserveriwsconfig.xml

The following #ml snippet demonstrates the port tag and the
default value of 8080. Update this value to an available port.
The web server service, "NetApp App Server for SCOM' must
be restarted after any change.

<7xml version="1.0" encoding="UTF-8" standalone="ro"? >

<ronfig version="1"=

<interfaces| =

<port =8080 </port =

<sslport clientauth="request" >8084 < sslport = <workingdir =workin. .,

Installshield

| « Back ” Mext = | | Cancel

8. Click Next.
The Ready to Install the Program dialog is displayed.

13 NetApp SANtricity Management Pack for Agent Computers - Inst... -

Ready to Install the Program

The wizard is ready ko begin installation,

Click Install ko begin the installation.

IF wou want ko review or change any of vour installation settings, click Back. Click Cancel ta
exit the wizard.

Installshield

< Back || Install | | Cancel

9. Click Install.

The installation complete dialog is displayed.
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i3 NetApp SANtricity Management Pack for Agent Computers - Inst... -

InstallShield Wizard Completed

The Installshield Wizard has successFully installed Metapp
ankMtriciey Management Pack Ffor Agent Computers, Click Finish
to exit the wizard,

[ Launch MetApp Storagedrray Discovery Tool

" [ show the Windows Installer log
NetApp-

10. If needed, select the Launch NetApp StorageArray Discovery Tool to access the NetApp Storage Array
Discovery application upon exit of the installation wizard.

11. Click Finish.
The Installation wizard closes. The NetApp SANtricity Management pack can now be installed on the

management server computer. Refer to Installing the NetApp SANTtricity Management Package on a management

server computer for more information.

Installing the NetApp SANtricity Management Package on a management server computer

Perform the following to install the NetApp SANtricity Management Package on a management server computer:

The NetApp Management Pack installation log file is located at the following location:

%temp%\SCOMManagementPackinstalllog.txt

Log in to the management server computer with an account that has installation privileges.
Locate the desired NetApp Management Pack Installer for SCOM-W SX64-00.00.00.00 (x64 platforms).
Run the Installer.
The installation wizard is displayed.
4. Click Next.
The End-User License Agreement dialog is displayed.
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i MNetApp SANtricity Management Pack - InstallShield Wizard -

License Agreement

Flease read the following license agreement carefully.

End User License Agreement for NetlZpp, Inc. -
Software D

READ THIS LICENSE CAREFULLY BEFCORE USING SCOFTWARE
CREDERED COR OTHEEWISE ACQUIRED FRCOM NETAFPF, INC.

(" NETREPEP ") OR A NETAPP RESELLER, INCLUDING
WITHOUT LIMITATICN ANY SOFTWARE EMEEDDED IN
APPLICABLE HARDWARE. YOUR USE OF THE SOFTWARE
CONSTITUTES YOUR ASSENT TC THE TERMS OF THIS
AGREEMENT . SIMILARLY, THE ACTIVATION OF ANY hd

(®) I accept the terms in the license agreement

()1 do not accept the terms in the license agreement

Installshield

| < Back ” Mext = | | Cancel

5. Select | accept the terms in the license agreement, and click Next.
The Destination Folder dialog is displayed.

9 NetApp SANtricity Management Pack - InstallShield Wizard [0

Destination Folder

Click Mext to install to this folder, or dick Change to install to a different folder. “ NetApp

Install NetApp SANtricity Management Pack to:

|.-j C:'\Program Files\MetApp\SCOM Management Pack),

——

InstallShield

| < Back ” Mext = | | Cancel |

6. If needed, click Change to specify the desired folder location for the NetApp Management Pack.
7. Click Next.
The Ready to Install the Program dialog is displayed.
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Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstallShield
« Back ” Install | | Cancel
8. Click Install.
The installation complete dialog is displayed.
# NetApp SANt nstalishield Wizard (196
InstallShield Wizard Completed
The InstallShield Wizard has successfully installed NetApp
SANtricity Management Pack. Click Finish to exit the wizard,
[] show the Windows Installer log
<Back [ Fsh ][ cane
9. Click Finish.

The Installation wizard closes.
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Discovering NetApp Storage Arrays
Perform the following actions to start the process of discovering NetApp storage arrays for SCOM monitoring.

The NetApp Storage Array Discovery application is at the following location:

- -\NetApp\SCOM Management Pack

1. Select Start >> All Programs.

2. Locate the folder SCOM Management Pack.

3. Select the icon labeled NetApp Storage Array Discovery.

4. Run the NetApp Storage Array Discovery application.
The Add Storage Arrays window displays.

Add Storage Arrays |;|i-
¥ netar |
Add storage amays manually or use automatic discovery to find all avaizble storage amays on the sub-network.
Manually add storage amays Selected storage amays
IP Address of Controller 1: ) [
IP Address of Controller 2:
Add >>
I: -
Discovered storage amays:
oK

5. To add storage arrays manually, enter the IP address for each controller under the IP Address of Controller 1 and
IP Address of Controller 2 fields and click Add.
The Verify IP Address dialog is displayed.
NOTE: You can perform a manual discovery across subnets so long as the agent server and management server

are within the same domain.
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Verify IP Address -

IP Address will be verified before adding.
l . This may take a few moments. Click OK to proceed.

0K ‘ | Cancel

6. Click OK.
The Storage Array complete dialog is displayed.

Storage Array complete -

o Storage Array Completed Succesfully

oK

7. Click OK.
The specified storage arrays displays under the Selected Storage Arrays section of the Add Storage Arrays
window.

8. To add storage arrays automatically, click Discover.
The Automatic Discovery dialog is displayed.
NOTE: You can perform an auto-discovery only when the storage arrays are located within the same subnet that
the proxy server is located. Multiple proxy servers can be located in different subnets. There is no limit to the

number of proxy servers.

Automatic Discovery .

Select OK to begin an automatic discovery of Sterage
l . Arrays on the local sub-network, This may take several
minutes to complete.

0K | ‘ Cancel

9. Click OK.

The automatically discovered storage arrays display under the Discovered Storage Arrays section of the Add
Storage Arrays window.

10. Under the Discovered Storage Arrays section, select the desired storage array IP addresses and click Add.
The selected storage array IP addresses display under the Selected Storage Arrays section of the Add Storage
Arrays window.

11. Click OK.
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NOTE: If needed, the NetApp Storage Array Discovery application can be launched manually for Agent machines
through the “Connect via RDP to manage Agent system” function under the SCOM operations manager. For more
information, refer to Launching the NetApp Storage Array Discovery application through SCOM Operations

Manager.

NOTE: NetApp recommends monitoring no more than 30 NetApp storage arrays for each agent-managed
computer.

Removing NetApp Storage Arrays
To remove a NetApp storage array from SCOM monitoring, perform these steps:

The NetApp Storage Array Discovery application is at the following location:

- -\NetApp\SCOM Management Pack

Select Start >> All Programs and locate the folder labeled SCOM Management Pack.
Select the NetApp Storage Array Discovery icon.
Run the NetApp Storage Array Discovery application.

Locate and select the storage array to be removed from SCOM monitoring in the Selected Storage Arrays pane.

a > 0 DR

Click Remove Selected.

A confirmation dialog box appears followed by an option to continue or cancel the storage array removal process.

Remove Storage Array -

! The selected storage array will be removed frem the application.

Click OK to continue,

oK | | Cancel

6. Click OK.
NOTE: The Remove Selected function removes the array from the application, the <WWN>.cxn file, and from
monitoring by the web server. Occasionally, the .cxn file might not be found when performing the Remove
Selected function. In this instance, the array is removed; however, a Missing File Error dialog window also
appears. The Missing File Error dialog window is a result of users deleting the .cxn file before performing the

Remove Selected function.

Missing File Error -

'e' The following file could not be found:

ChProgram Files\NetApphSCOM Integration
Pacl\\600280E50001 BOGE20000000054BA564 4. cun

Please refer to the SCOM Management Pack user documentation for
more information,
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NetApp Storage Arrays

The Monitoring pane in the Microsoft System Center 2012 Operations Manager console shows the expanded NetApp
SANTtricity Storage Array Storage Array folder containing the following views and subfolders:

e Active Alerts

e Closed Alerts

e Diagram View

e Storage Arrays

e Dashboards

e Discovered Objects

e Performance Views

The State and Alerts table shows the icons and descriptions for the health of computers and distributed applications.

& MG-52012R2-HOC - Operations Manager [EEIS
Fie Edit View Go Tasks Took Help

| BET e L

Munitoning ; ‘ .

# B Munitaring

= Ackive Alerts . - .

S5 o ierbedr -I Monitoring Overview
57 Distibuted Appliogons
o Task Status _ = - - . sy
£ UNDOLinux Camputers 0 Required Configuration Tasks: Actions.
51 Windows Computen

& Agenties: Doosption Manfoing
4 Application Manknang

4 Data Warehouse % Requited : import management parks

Wi all Actiue Alerts

Wigw Computer State
Wiew Distributed Applicatan state

Wiew Management Graup Health
& Micusoft Audit Colledion Senies

& Microsertvindows Chent

¥ Required: Lnable Nolification Channels

+ Upgrade ta full version

1 Miaosortvindaws Sener Key Concepts:
L AN At A
o WekApy SAbrdy Storape diray The Mansaring Wk space
] Autivs Mlerts

Standard Views
| Closed Alers

Hestth Laplarer
HEtApD SANRTICity LN ram View

i vorsgeama Fropearies of Alerts, Kules, and
L State and Alerts: Monitaring Scensios
Diicarvered Objeds & C tar Haalh

Conmputer Haalth Gt Computers
Perfuninarce View & 0 Learn About:

Metwark Manstam
8 Finding DAt an Ok erts In the Operatians Consak
4 Operstions Manager A

| Sample Datageia1 fashbnard Foider et Mode o faing Views
& Synthetic Transaction 0 Managing Alerts
& System Center Aditor Using Malntenance Mode
LN DA ComprTe) 7Y Distributed Applications Goto Distiauted Apglications R g Ty
& VWb Bpplicstion Transaction Mortong & a Tunirsg Monitosing by Using Targeting and Sverrides
3 Windinws Sendoe And Process harioing \:T’j o
1
Py P, o Online Resources:
o Micrusoft Syikem Ces i
el Micrrsndt System Center Community
Aepart an l53ue or Suggestian to Mirrnsoft
B Meonitaring
A mustharing

Adminkstration

?, My Worksjaace

Feady

Active Alerts

The Active Alerts pane shows the active alerts and corresponding summary information. Alert severity levels are
separate. Alerts are grouped according to the severity of the alert. A storage array can have multiple alerts both within
the same severity level and across multiple severity levels. Because the table can be sorted according to multiple
criteria, the alerts might be grouped separately even within the same severity level.
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Within severity levels, you can sort active alerts by the following criteria:

Source

Name
Resolution State
Created

Age

To view the alerts that SCOM is actively monitoring for NetApp E-Series storage arrays, click Active Alerts in the
NetApp E-Series Storage folder.

= Active Alerts - MG-52012R2-HDC - Operanons Manager T=Te|
File Edit Vew Go Tasks Tools Help
semech® | Eovemdes™ B Seope (1 Fing] [ Tass] @
Momitoring < | Active Alests (1] » Tasks
4 B Monitarng | FindNow  Clews o 8
Lek3 A Meres @ tome Resolution State  Crested Bge Alert Aetlans -
7] Disconered inuentoey

4 Sevmily: Ciitial (1)
51 Distributed Applicatiors

2 Task Status
1 UNILinas: Computers

A ) View o &0t the settings of this montar
i DL MV 180170-171 Alert: REC_NON PREFERRED PATH HNew 6711/2015 12:01:15 PM 19 Hours, M Mi...
B Start Mainterance Mode..
7 wind ows Computers
& Agentiess Bereption Morknang
4 Application Monining
4 DataWarshowe

W Overoes b

T Persanaize view..
4 Microsoft Audit Collection Semoer

o Microscemyindows Lint Subsseription -
4 Microsnst Winmmus Seer

4 | WrtApp SaNtricity Stnengr Ay .
= Active Alerts
=] Closed alers

. Create_

Havigation A
%] Metapp Santricity Disgram View
patictey e | Mt View
37| starageamys
finshbos = Disgram View
_ Discuvered Objeds 12 Event View

Pefoamance Views 2 Petfarmacse Vien

4 Metwark Manitaing Alert Details ¥ se view

4 Operations b e

4 Operations Manager A (75 Meewnre vicinity Dasenoang
Fample Datagrie | Dashboas Foider &3 Ak REC_HON_PREFERRED PATH Aler! Descriptivn

g Synthelic Transaction 2% Dot State Dastbosnd

crage
i T LA AT HetApp SANtriciy Storage Array Tasks #
4 UNIA e Computen
4 Wb Applieation Transaction Monkoing A Connect via ROP to manegk Agieit sriten
o Windnus Serdce AR Traress Monnang e
Iypery WM ashs -~
- P
Shew ur Hide Vigws. SE Procis
x
e Vigw W Cese et
Set Resakation State #
Bl Moritaring Knowledge: T view saditionsl knowledge... " Entity Properties
2 Authoring Valume Hot On Prefered Patls e

i Administration

(B My Workspace

feady

Closed Alerts

The Closed Alerts pane shows the alerts that were manually closed and removed from the active alert state. The

Closed Alerts pane displays alerts the same way that the Active Alerts pane displays alerts. You can sort closed alerts
the same way as you sort active alerts.

To view the closed alerts that SCOM is not monitoring for NetApp E-Series storage arrays, click Closed Alerts in the
NetApp E-Series Storage folder.
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Storage Arrays

The Storage Arrays pane shows all storage arrays the SCOM is monitoring for health and performance. The State
column shows both the storage array health and the storage array alert status. You can sort the storage arrays by the
following criteria:

State

Status

Controller A
Controller B

Model

Firmware Version
NVSRAM Version
Name

Monitoring System

To view the NetApp E-Series storage arrays that SCOM is actively monitoring for health and performance, click
StorageArrays in the NetApp E-Series Storage folder.

& StoragaArrays - MG-52012R2-HDC - Operations Manager ];'—i-

Fie Edit View Go Tasks Tools Help

| Semech® _ E W Seope [ find] [ Teskd] @ |

Monitring < | Storagedurays (1) * Tashs

4 B Monituring A Lookfor | | FindNow Gl o e
=] Aive Alerts Seatus Stomgebray..  Cortrollerd  ContrellerB Maniftaring Sys... Model Firmreare Varsi..  NVSRAM Versi.. A =
1| Discovered inventor Mreeds Attention BOI_HV 160 Y. 109160170 TOETEDTN BVH-S1ZRIWTZ.. 5468 oe104.00 NSAEE TR0
5 Distributed Applicsions. “' Start Mainterance Mode..
2 Task Status

#1 UNDGLinux Computern
5 Windows Computes e
S Persanaie view..

& Agentless Baception Morkong
4 Application Maninrng

Taskes -
4 Data Warehowe g
A Microsuft Audit Collection Semios [T oty Propertis
4 Micresomivindaws Cent A Hestn Boicrer
4 Microsomingows Sener
& (5 WFtApp SENEricity Stnege Aoy Havigation i
o] et Almrty | Bert view
| Closed Aty & Dlagrarm View
<] Netapp SaNtricty Disgram View TRl
41 storsgeamay
TR [ Pentormance View
. Disemerree 1 Objedds 1 Smate View
Perfunmance View: [= Meswork vicinty Dasrooand
& Metwark Manitoing Detail View S ol Shiss Dashisnant
4§ Doerstions Mensger
Sample Datagrial | Dashboas Enider B Metamm SANtiily Storage Artay properties of BOL HV_160_170-171 NetApp SANtricity Storsge Array Tasks. &

& Symthetic Transaction Display Name BOLHV_ 160, 170171
F BOL_HV_160_170-171

% Connect vis DR to mansge Agerd sysiem
4 System Center Advisar

4 NI Computers
& Web Bppcation Transaction Monkora
3 Winainaws Serdce & Proce s Morineng

S neHide Views..
Hew View

B Meontoring

A Autharing
Admindstration

3; My Werksjaacr

Ready
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Viewing Alert Details

The SCOM Operations Manager shows alert details for both active and closed alerts. To view alert details, select an
alert. The Alert Details pane displays detailed information for the selected alert.

Active Alerts (174)

A Lookfor: | Find Mavs Clear x

I»

= Icon | Source i |/f)| Tame Resolution State | Created

4 Severity: Warning (52)

ictr-app2660-39-40 Sl e WolYme HIES A Py 1144404013 1144144

A ictrn-bst-399: Alert: Wolurne IOPs [Read) [ et 12/9/2013 1:04:03 P
Fiy Pikespeak-26-112-113 Alert: Wolume IOPs [Read) et 11/22/2013 7:21:48
o Pikespeak-26-1]y_"“|er’t:Vo\umeIOPSW_* NE\:\/_*"QZ.I’ZUB 7:21:4?_
Fin ~u-113 Alar, L Wdrite) v 112. .

)
£ Fikespeak-26-118-113 Alert: Wolume I0Ps [Read) e 10/22/2013 12145,

<|. | _’I_

( Alert Details ) v

-
A0 Alert: Volume I0Ps (Read) Alert Description

Source: [T ictm-bst 398x The read IOPs threshold has been exceeded.

Full Path Name: ictm-bst-399x Volume Data: Volume: Unnamed read I0Ps: 9,738.0014

Alert Monitor: _ Volume Read IOP Performance ]
Created: 12/9/2013 1:04:03 PM

Knowledge: E View additional knowledge...

Summary

The volumes listed in this alert are candidates for performance investigation. Volume I0Ps are /O operations per second

measured at the NetApp E-Series storage array. The measurement is the rate at which the storage array can process a request =

Opening the Health Explorer

The Health Explorer shows the health of a storage array and its member volumes. You can open the Health Explorer
from the Active Alerts view, Closed Alerts view, StorageArrays view, Diagram view, and Dashboards.

1. Right-click the alert or storage array.

A pop-up menu appears.

FALY ictm-bst-399x Lo L D i ol Il g 12/8/201
Open 3 -
A Pik e speak-26-112 | B | =] Disgram view
A Pikespeak-26-112 .1 Notfication subscription 3 '_"I Event Yiew
. 2| State Wiew
At Pikespeak-26-112 Jet Resolution State » J :
A Fikespeak-26-112 A}{ i el Performance View
iy Fikespeak-26-115 Forward ta v | 8 Health Explorer
! Fikespeak-26-115- B é‘ Operations Manager Shell...
|_ Maintenance Mode 2

-

L

COverrides 2

Alert Details

oF.

View or edit the settings of this monitar
T4 Refresh F5
[ Alert: Volume I0Ps (Real ~®

Personalize view. ..
Source: [ ictm st eshold has been exceeded.

Full Path Name: ictm-bst] =] Properties ume: Unnamed read IOPs: 8,738.0014

2. Select Open >> Health Explorer.

The Health Explorer window opens.
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ﬂ Health Explorer for ictm-bst-399x

Reset Health Recaloulate Healt'? Filter Monitors b Refresh Properties E@:.‘ Help Cwerrides =

Health monitors for ictm-bst-3939x

C_Scupe is only unhealthy child monitors, )D Knowiledge I State Change Events I
Entity Health - ictm-bst-399x (Object)

Suailability - ictm-bst-39%: (Object)

4 (9 storage Array Availability - ictm-bst-339x [NetApp ESeries Stora

(9 Manitor REC_SUPPORT_CRU_NOIMPUT [97] - icbm- bst-3992 (1

Monitor REC_UMCERTIFIED_ESh (3] - ictm-bst-339x (Nettpp

(49 Monitor REC_UNSUPPORTED_TRAY (72) - ictm-bst- 335 (Meta)

4 /1 Performance - ickm- bst-39% [Object]
4 /v Methpp ESeries Storage Array Performance - ickm-bst-399x [Met
/1 Walume Read IOP Perfarmance - ictm-bst-399x [Mettpp ESerie

«| | 2l

e The initial view shows only unhealthy child monitors below the storage array as an object entity. You can filter
the monitors to expand the entity to show both healthy and unhealthy child monitors.

ﬂ Health Explorer for ictm-bst-399x
() Reset Health v Recalculate Health T Filter Monitors (f Refresh =] Properties @ Help |° &5 Overrides =

Health monitors for ictm-bst-399x

|+

4 (iZ9) EntityHealth - ictm-bst- 399 [Object] knowledge | State Change Events (4)
p LQ:_Q.I Availability - ictm-bst-398x [(Object) j
(O configuration - ictm-bst-339x [Objed) Summary

This manitor is the rollup monitor for all other monitors running against this object. If the state is
unknown, either monitoring has not begun for this object or there are no monitors defined.

/1, Perfarmance - ictm-bst-399x (O bject]

4 /vy MetApp ESeries Storage Atray Performance - ictm-bist-39%:

/A Wolume Read IOP Performance - ickm-bst- 399 (Metlpp ES Causes
@ “olume Read Response - ickm-bst-399x (Metipp ESeries 51
@ “olume Read Throughput- ictm-bst-399x (Netdpp ESerie:

(&) Volume Write IOP Performance - ictm-bst-339x (Netapp ES

An unhealthy state for this monitor indicates some problem with another monitor running against this
object. View all current alerts from this object using this link:

View Alerts

@ “olume Write Response - ictm-bst-399x [MetApp ESeries & Resolutions
(&) Wolume Write Throughput - ictm-bst- 393 (MetApp Eerie Use the health explorer to drill down and find the cause of the unhealthy state. Use the knowledge on
Security - ictm-bst-399x [Object] = the specific monitor causing the issue to troubleshoot and fix the problem.
PI

=

41

e To view all child monitors, click Filter Monitors. The Health monitors pane for the storage array shows both
healthy and unhealthy child monitors and both critical alerts and performance warning alerts.
e To return to only unhealthy child monitors, click Filter Monitors on the top-line menu bar.

Configuring Performance Properties

You can configure performance properties for a single volume or for a storage array.

1. Within the Health Monitor (accessible through the Health Explorer option), right-click the volume or storage array.
A Performance pop-up menu appears.

4 /u Performance -ictm-bst-399x (Object)
lack 200 hEad

‘f§ View Alerts For ickm-bst-399x...

4 | /1 NetApp ESeries Storage Array Performance - i
/¥, Volume Read IOP Performance -ictm-bst-39!

(4 Refresh F5

@ Reset Health

3@ Recalculate Health

(' Monitor Properties.. . )]

e When you select a storage array, the NetApp ESeries Storage Array Performance Properties dialog box

appears.
e When you select a volume, the Volume Performance Properties dialog box appears.

2. Click the Overrides tab.
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. Yolume Write IOP Performance Properties [<]

| Ganerall Health' Alerting | Diaghostic and Hecover_ul Configurationl Product Knowledgel
Compary Know\edg

Overides are used to change the monitar, diagnostic and recovery configuration. You can also
wview all overides applied to each by opening the summary dialog,

Choose the monitor, diagnostic or recovery from the list below for which you want ko apply
overides for or view summary on:

& Write |0P Performance]

Disable Override. “Wiew summary.

Lxamples
Dizable a monitor: | want to dizable monitar for all Windows Computers.
Overiide a diagnostic: | need to override thiz diagnostic for ane of my ‘Windows Computers,

Wiew summary of a recoveny: | need to view the objects this recavery has been enabled for.

Cloge

Changing Override Values

You can view and change performance override values for the following volume and storage array entities:

e For a monitor
e For an object
e For all objects of a class

Viewing Override Summaries

To view performance overrides summaries, click View Summary in the Volume Performance Properties dialog box. A
View Summary pop-up menu appears.

Disable | Override: | Ku’iaw SUMmMaY. For the monitor

For the object: ictm-bst-399x

For all objects of class: NetApp ESeries Storage Array

e To view the summary for the monitor, click For the Monitor. See Overrides for a Monitor.
e To view the summary for the object, click For the Object. See Overrides for an Object.
e To view the summary for all objects of the class, click For the Object. See Overrides for all Objects of the Class.

Changing Override Values
You can change performance override values for the following volume or storage array entities:

e For a monitor
e For an object
e For all objects of a class
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Overrides for a Monitor

The Overrides Summary dialog box shows the performance overrides that affect the selected monitor. When the
Overrides Summary dialog box shows performance overrides for multiple classes or objects, you can edit them all at

one time.

Overrides Summary B

Monitor: Volume Fead 0P Perfarmance

(gverrldes that affect this manitar: )

Class

Obiject
Class

Class

Help

Metdpp ESernes Starage Ar...
Mettypp ESeries Storage Ar

Metdpp ESernes Starage Ar...

e Overriding the performance monitor for an object changes the performance override value for only the object.
e Overriding the performance monitor for a class changes the performance override value for all objects in the

class.

e To edit performance overrides for the monitor, select the class or object in the Class column of the Overrides that

affect this monitor table.

Overrides for an Object

The Overrides Summary dialog box shows the performance overrides that affect the selected object. When the
Overrides Summary dialog box shows performance overrides for multiple classes or objects, you can edit them all at

one time.

Overrides Summary

Object: ictm-bst-393x

(ﬁvanides that affect thiz objeck):

Help |

Closz |

Al

e Overriding the performance monitor for an object changes the performance override value for only that object.
The performance override values for all other objects in the class do not change.
e To edit performance overrides for the object, select the monitor in the Class column of the Overrides that affect

this object table.

NetApp SANTtricity Management Pack for Microsoft System Center Operations Manager 3.0 User Guide



Overrides for all Objects of the Class

The Overrides Summary dialog box shows the performance overrides that affect all objects within the selected class.
When the Overrides Summary dialog box shows performance overrides for multiple classes or objects, you can edit
them all at one time.

Overrides Summary n

Class: Metdpp ESeries Starage Aray

(Overides that affect this class: ) @ XK Delete

| Farameter | Effective Yalue ;I
Monitor TimeoutSecond.. 300 —!
M anitar Manitor REC_IMPEMDING...  TraceQvernide 1
tdanitor tdonitor REC_IDC_DIAG_F TimeoutSecond 300
b cnitar tonitar REC_EXTERMAL_... IntervalSeconds.. 119
b onitar Monitar REC_SAS_PORT_... TraceOvernide 1
M anitar Monitor REC_DRIVE_UNS...  TimeoutSecond.. 300
M anitar Monitor REC_INVALID_PO...  TimeoutSecond.. 300 =
ih oo AP T eeeria s I_’I_I

Help Cloze

e Overriding the performance monitor for a class changes the performance override value for all objects in the
class.

e To edit performance overrides for the object, select the monitor in the Class column of the Overrides that affect
this monitor table.

Editing Override Properties
You can edit performance override properties for the following volume or storage array entities:

e For an object

e For all objects of a class

e Foragroup

e For specific object of a class

e For all objects of another class

To override volume or storage array performance properties, click Override in the Volume Performance Properties
dialog box. An Override pop-up menu appears.

T
Dizable... |( Overide... For the object: ickm-bst-399:x

For all ohjects of dlass: MetApp ESeries Starage Array

) Far agroup...
le monitor for all *indows Computer:
For a specific ohject of dass: Netapp ESeries Starage Array
wverride this diagnostic for one of my

For all objects of another dlass...

Overrides for the Object

Overriding the performance monitor for an object changes the performance override value for only the object. To edit
performance override properties for an object, click For the object.

e The Override Properties dialog box appears.
e Performance Properties Overrides describes how to change performance override properties.
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Overrides for All Objects of Class

Overriding the performance monitor for an object changes the performance override value for only the object. To edit

performance override properties for all objects of a class, click For all objects of class.

e The Override Properties dialog box appears.

o Performance Properties Overrides describes how to change performance override properties.

Overrides for a Group

Overriding the performance monitor for a group changes the performance override value for all classes and objects
that are members of the group. To edit performance override properties for a group, perform these steps:

1. Click For a group.

The Select Object dialog box appears.

2. Inthe Display Name column, select the matching object.
3. Click OK.

Select Object

Enter your search text below. This searches both display name and path.

Text string:

Matching objects:

| Display Namne | Path

= 7.0.9535.0.

= AD Assignment Resource Pool

= Advanced Netwaork Adapters Group
= Agentless Exception Monitoring

= Agentless Managed Computer Group
= All Business Critical Windows 2000/7%...
= &ll Management Servers Resource Pool
=y &ll Network Connection Group

=y &l Metwork Monitoring Group

=y &ll Operations Manager Objects Group
= All'Windows Computers

= Audit Collection Services

= Client Monitoring D ata Group

= Critical Network, Adapters Group

= Data Access Service Group

= DataWarehouse Databasze

= Databazes

= Group of all network interfaces being ...
= Infrastructure Group

= Managed Computer Metwork Adapter...

‘Iu

A

The Override Properties dialog box appears.
Performance Properties Overrides describes how to change performance override properties.
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For a Specific Object of Class

Overriding the performance monitor for a specific object of a class changes the performance override value for only
that object. The performance override values for all other objects in the class remain the same. To edit performance
override properties for a specific object of a class, perform these steps:

1. Click For a specific object of class.

The Select Object dialog box appears.
2. Inthe Display Name column of the Select Object dialog box, select the matching object.
3. Click OK.

e The Override Properties dialog box appears.
o Performance Properties Overrides describes how to change performance override properties.

For All Objects of Another Class

Overriding the performance monitor for all objects of another class changes the performance override value for all
objects in that class. To override the performance monitor properties of all objects of another class, perform these
steps:

1. Click For all objects of another class.
The Select Items to Target dialog box appears.

Select Items to Target [ x|

Select the class, group, or object that you want to target from the list below. You can also filter or sort the list to make
items easier to find

Look for:

|| Clear

(" \iew commen targets
View all targets

Target ~ I Management Pack Description A|
MET Application Monitoring Operations Manager AP Inf \MET &pplication Maonitoring Agent

Activated APM Agent Operations Manager AP Inf Activated APM Agent

Agent Systemn Center Core Library Al System Center Agents,

Client-5ide Monitoring 2ge  Operations Manager AP Inf Client-Side Monitoring Agert

Collection Server Systemn Center Core Library  This dass represents an Collection Management Server,
Computer System Libranyg Definesthe basicproperties of all computers, such asa

Computer Metwork Adapter Windows Core Library

Computer Mebwork Adapter UNILinux Core Library Al UNDYLinux Computer Mebwork Adapters

Drata Access Service System Center Operations M System Center Data Access Service

Data'Warehouse Connectio Data‘Warehouselibrary  All Management Senvers capable of sending data to the 5
Gateway System Center Core Library  Properties of a gateway management server

Health Service System Center Core Library  This type represents the System Center Health Senvice,
TS Hosted WCF Web Serice Operations Manager AP W TIS Hosted WCF Web Service Endpoint

Management Configuration System Center Operations M Swstem CenterManagement Configuration Service applic

Management Server Systern Center Core Library  This class represents the Management Server.
Management Server Agent  System Center Core Library  This type represents the System Centerfgent running or
MicrasoftAudit Callection S MicrosoftAudit Collection Se -
4| | B

48 totsl Targets, 48 visible, D selected

Help | 0K I Cancel |/

2. Select either View common targets or View all targets.
In the Target column, select the target class.
4. Click OK.

w

e The Override Properties dialog box appears.
e Performance Properties Overrides describes how to change performance override properties.
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Performance Properties Overrides
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Monitor

Object

All objects of a class
Group

Specific object of a class
All objects of another class

Use the Override Properties dialog box to configure performance property overrides for all entities.

Override Properties [<]
Montar name: Yolume Fead Respanse
Categon: Custom
Overides target Class: Netdpp ESeries Storags Anay
Dveride-controlled parameters.
Ovenide | Porameter Name * | Patameter Type | Defaul Value | Overide Valus | ENfective Value | Changs Status | =1

T |alent severty Erumeration \wiaming warming Waring [Ho change]

7 |futofiesoie blen | Bodlean True True True [Ho change]

M |Enabled Boolean Tiue Tiue True [Ho change]

7 |Generates dlet Boolean True True True [Ho change]

7 [Intervalvenide Intege! Ei B 604 [Deleted]

» ¥ |PefomanceThiesh... | Integer 50 Eo Do [Wo change]

7 [TimeouOuweride  |Integer E 53 1000 [Deleted]

M | TraceDveride Irteger 0 [] 1 [Deleted] =
| | »
Detail
PerformanceThresholdOverride Description Edt
The custom averice for this psiameter is definedin =
‘NethppE Series. PerfomanceDverides'

The effective valu is se,

- 55 3 preferred valus

- on the curment target

- by the custom averrids in

"NetbppE Series Performancelverides' =l

Vot it o AT YIS 7014 47 Aba

Management pack
Select destination management pack:

<Gelect Managemert Pack> = M.,

Help 0K | ey | Cancel |

Al

The Override column identifies performance property overrides that apply to the monitor, object, or class.
The Details section of the Override Properties dialog box identifies the custom overrides defined in the
NetAppESeries.PerformanceOverrides management pack.

The Default Value column shows the value assigned to the performance parameter in the default management

pack.

The Override Value column shows the override value assigned to the performance parameter in the
NetAppESeries.PerformanceOverrides management pack.
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Configuring Performance Property Overrides
You can add, change, and delete performance property overrides.
Adding a Performance Property Override

1. Inthe Override column, select the new performance override.
2. Change the performance override values.

e To change the default performance value, type the new performance value in the Default Value column.
e To change the performance override value, select the new performance value from the drop-down list in the
Override Value column.

3. Save the new performance override.

e To save the new performance override and continue configuring performance monitor overrides, click Apply.
e To save the new performance override and close the Override Properties dialog box, click OK.

The Overrides Summary dialog box appears.

Removing a Performance Property Override

1. Inthe Override column, uncheck the performance override to remove.
2. Save the changed performance overrides.

e To save the changes and continue configuring performance monitor overrides, click Apply.
e To save the changes and close the Override Properties dialog box, click OK.

The Overrides Summary dialog box appears.

Changing a Performance Property Override

1. Inthe Override column, select the performance override to change.
2. Change the performance override values.

e To change the default performance value, type the new value in the Default Value column.
e To change the performance override value, select the new performance value from the drop-down list in the
Override Value column.

The Overrides Summary dialog box appears.

Editing Performance Override Descriptions

The Details section contains the read-only, default description of the monitor override parameter. To add, change, or
delete a customized description, perform these steps:

1. Intop right corner of the Details text box, click Edit.
The Override Description Dialog — Enter Override description dialog box appears.
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Dverride Description Dialog [ %]

Enter override description:

Cancsl

4

2. Inthe Enter override description text box, either type a new description, edit the current description, or delete the
current description.
3. Click OK.

Selecting the Management Pack

When you change a performance override value, the Select destination management pack drop-down list is active. To
select the management pack, perform these steps:

1. Inthe Select destination management pack drop-down list, click NetAppESeries.PerformanceOverrides.

Management pack

Select destination management pack.:

NetdippE S eries. Perfomancel verides =] New.

<5elect Management Pack>

Client Monitoring Overrides Management Pack.
Default Management Pack

Microsoft SystemCenter SecureR eferenceD veride
NettnnE S eries Intervall vermides

NetppESeries. Tracelwerrides
Network Discavery Intemal

The Select destination management pack drop-down list closes.

2. Save the performance override properties.

e To save the changes and continue configuring performance monitor overrides, click Apply.
e To save the changes and close the Override Properties dialog box, click OK.

Deleting Monitor Overrides

To delete a monitor override, perform the following steps:

CAUTION When you delete a performance override, the performance override is deleted immediately. No
confirmation message appears.

1. Inthe Overrides Summary dialog box, select the performance override to delete.

Overrides Summary
Manitor: Yolume Read I0P Pefomance
Overrides that affect this manitor: j Ed‘
Farameter Changed value
Object PerfarmanceThr..
Class . TraceOveride 1
Clasz Metbpp ESeries Starage Ar PerfarmanceThr 1000
Clasz Metbpp ESeries Starage Ar Intervaldverride B0Z2
Clasz Metbpp ESeries Starage Ar TimeoutD veride 1000
Help Close |

28 NetApp SANTtricity Management Pack for Microsoft System Center Operations Manager 3.0 User Guide



2. Click Delete.
3. Click Close to return to the Overrides Properties dialog box.

Diagram View

The Diagram View enables you to see a hierarchical representation of all storage and hardware currently being
monitored by the plug-in, so that you can more easily isolate problems to a specific storage object.

You can expand this view to display storage hierarchy, so that you can isolate problems to the exact component on
which they occur. When you select a storage object, you can view information about in the Detail View window.
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The following table shows an overview of the group and object icons used for each storage object type under the
Diagram View window.

Storage Object(s) Diagram View Group icon
Proxy O
Thin Volumes E
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Storage Object(s)

Diagram View Group icon

Drives

Consistency Groups

Volumes

Storage Pools

Asynchronous Mirror Groups

| = E =

[])
E

Storage Object(s)

Diagram View Object icon

Storage Arrays

Snapshot

Proxy

AMG

AMG Pair
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Storage Object(s) Diagram View Object icon

Consistency Group

Consistency Group Volume

Volume

Thin Volume

Storage Pool

doa g E

Drive

Customizing the Storage Hierarchy Display

To customize the storage hierarchy display under the Diagram View window, perform the following:

1.

Under the Monitoring panel, expand the NetApp E-Series Storage folder and select Diagram View.
The Diagram View window is displayed.

To display the subtree for an applicable storage object, click \* Plus.

The subtree for the root storage object expands under the Diagram View window.

To hide the subtree for an applicable storage object, click ==/ Minus.

The subtree for the root storage object contracts under the Diagram View window.

If needed, repeat Step 2 and/or Step 3 to further customize the display of the storage hierarchy under the
Diagram View window.

To adjust the scale of the storage hierarchy display, select the desired setting under the Zoom field (located under
the top toolbar of the Diagram View window).
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Viewing Detailed Information for a Storage Object

32

To view detailed information for a storage object under the Diagram View window, perform the following:

1.

Under the Monitoring panel, expand the NetApp E-Series Storage folder and select Diagram View.
The Diagram View window is displayed.

If needed, click \==! Minus under the appropriate root storage object(s) to access the desired subtree storage
object.

Click the desired storage object icon under the Diagram View window.

Detailed information for the storage object appears under the Detail View panel of the Diagram View window.
Alternatively, move the cursor over the desired storage object icon under the Diagram View window to view the
corresponding detailed information as hover text.
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Customizing Layout Direction

To customize the layout direction under the Diagram View window, perform the following:

1. Under the Monitoring panel, expand the NetApp E-Series Storage folder and select Diagram View.
The Diagram View window is displayed.
2. Under the toolbar section of the Diagram View window, click Layout direction and select one of the following

drop-down options:
- North South
- South North
- West East
- East West

The storage hierarchy under the Diagram View window appears in the selected layout direction.
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Filtering Storage Objects by Health State

To filter storage objects under the Diagram View window by assigned health state, perform the following:

1.

Under the Monitoring panel, expand the NetApp E-Series Storage folder and select Diagram View.

The Diagram View window is displayed.

Under the toolbar section of the Diagram View window, click Filter By Health and select one of the following
drop-down options:

o O

. O - Unknown State

. @ - Healthy State

e (Y -Warning State

. B Unhealthy State

The Diagram View window filters the display of storage objects by the selected health state.

Exporting Diagram View Pages to Visio VDX

To export the displayed Diagram View page to Visio VDX, perform the following:

1.

34

Under the Monitoring panel, expand the NetApp E-Series Storage folder, and select Diagram View.

The Diagram View window is displayed.

As needed, customize the display of the storage hierarchy under the Diagram View window via the available
options (i.e., Plus, Minus, Filter by Health, Layout Direction, etc).

Under the toolbar section of the Diagram View window, click ¥ Export.

The Export Page to Visio VDX window displayed.

Specify the folder location to save Visio VDX file under the Export Page to Visio VDX window.

Under the File Name field, enter the desired name for the Visio VDX file.
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6. Click Save.
A Visio VDX file is saved under the specified folder location.

Dashboards

The Dashboards under the NetApp SANTtricity Management Pack for Microsoft System Center Operations Manager
(SCOM) provide you with a summarized view of the state and health of your storage resources. Functionality for the
Dashboard feature is divided into separate Array State, Drive State, Thin Volume State, and Volume State

dashboards. Each Dashboard allows you to filter and drill down summary results to view more detailed analysis for
specific storage objects.
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Using the Array State Dashboard
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Perform the following to access and use the Array State Dashboard:

1.

Under the Monitoring panel, expand NetApp E-Series Storage Array >> Dashboards and select Array State
Dashboard.

The Array State Dashboard is displayed.

To filter results by specific monitoring system, enter the desired alphanumeric criteria under the Filter field of the
Array Status panel and click & Search.

The Array Status panel displays monitoring systems matching the specified filter criteria.

To view additional information for any monitoring system, select the desired item under the Array Status panel
and select the desired option under the Tasks, Navigation, or Report Tasks menus (accessible through the right-
click menu and Tasks panel).

Based on the selected menu option, detailed information for the monitoring system is displayed.

If available, select an L unhealthy monitor under the Array Status panel.

Related array data for the selected unhealthy monitor appears under the Array Health (only unhealthy monitors)
panel.

To view available alert data for an item, select the desired item under the Array Health (only unhealthy monitors)
panel.

Related alert data appears under the Array Alert Triggers panel.

To close an alert, select the desired alert under the Array Alert Triggers panel and click Close Alert under the
Navigation menu (accessible through the right-click menu and right panel).

The selected alert is closed and removed from the Array Alert Triggers panel.
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7. To apply a resolution to an alert, select the desired alert under the Array Alert Triggers panel, click Set
Resolution State, and select the desired resolution option (accessible through the right-click menu and right
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Using the Drive State Dashboard

Perform the following to access and use the Drive State Dashboard:

1. Under the Monitoring panel, expand NetApp E-Series Storage Array >>Dashboards, and select Drive State
Dashboard.

The Drive State Dashboard is displayed.

2. Tofilter results by specific drive, enter the desired alphanumeric criteria under the Filter field of the Drive State
panel and click # search.

The Drive State panel displays drives matching the specified filter criteria.
3. To view additional information for any drive, select the desired item under the Drive State panel, and select the

desired option under the Tasks, Navigation, or Report Tasks menus (accessible through the right-click menu and
Tasks panel).

Based on the selected menu option, detailed information for the drive state is displayed.
4. |If available, select an O unhealthy drive under the Drive State panel.

Related drive data for the selected unhealthy drive appears under the Drive Health (only unhealthy monitors)
panel.

5. Toview available alert data for an item, select the desired item under the Drive Health (only unhealthy monitors)
panel.

Related alert data appears under the Drive Alert Triggers panel.
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6. To close an alert, select the desired alert under the Drive Alert Triggers panel, and click Close Alert under the
Navigation menu (accessible through the right-click menu and right panel).
The selected alert is closed and removed from the Drive Alert Triggers panel.

7. To apply aresolution to an alert, select the desired alert under the Drive Alert Triggers panel, click Set
Resolution State, and select the desired resolution option (accessible through the right-click menu and right
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Using the Thin Volume State Dashboard
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Perform the following to access and use the Thin Volume State Dashboard:

1. Under the Monitoring panel, expand NetApp E-Series Storage Array >> Dashboards, and select Thin Volume
State Dashboard.

The Thin Volume State Dashboard is displayed.

2. Tofilter results by specific thin volume, enter the desired alphanumeric criteria under the Filter field of the Thin
Volume Status panel, and click ~ search.
The Thin Volume Status panel displays thin volumes matching the specified filter criteria.

3. To view additional information for any thin volume, select the desired item under the Thin Volume Status panel,
and select the desired option under the Tasks, Navigation, or Report Tasks menus (accessible through the right-
click menu and Tasks panel).

Based on the selected menu option, detailed information for the thin volume is displayed.
4. |If available, select an e unhealthy thin volume under the Thin Volume Status panel.

Related thin volume data for the selected unhealthy storage item appears under the Thin Volume Health (only
unhealthy monitors) panel.
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5.

To view available alert data for an item, select the desired item under the Thin Volume Health (only unhealthy
monitors) panel.

Related alert data appears under the Thin Volume Alert Triggers panel.

To close an alert, select the desired alert under the Thin Volume Alert Triggers panel, and click Close Alert under
the Navigation menu (accessible through the right-click menu and right panel).

The selected alert is closed and removed from the Thin Volume Alert Triggers panel.

To apply a resolution to an alert, select the desired alert under the Thin Volume Alert Triggers panel, click Set
Resolution State, and select the desired resolution option (accessible through the right-click menu and right
panel).

The selected resolution option is applied to the alert under the Thin Volume Alert Triggers panel.

Using the Volume State Dashboard

Perform the following to access and use the Volume State Dashboard:

1.

Under the Monitoring panel, expand NetApp E-Series Storage Array >> Dashboards, and select Volume State
Dashboard.

The Volume State Dashboard is displayed.

To filter results by specific volume, enter the desired alphanumeric criteria under the Filter field of the Volume
Status panel and click ~ search.

The Volume Status panel displays volumes matching the specified filter criteria.

To view additional information for any volume, select the desired item under the Drive State panel, and select the
desired option under the Tasks, Navigation, or Report Tasks menus (accessible through the right-click menu and
Tasks panel).

Based on the selected menu option, detailed information for the volume state is displayed.

If available, select an L unhealthy monitor under the Volume Status panel.

Related drive data for the selected unhealthy volume appears under the Volume Health (only unhealthy monitors)
panel.

To view available alert data for an item, select the desired item under the Volume Health (only unhealthy
monitors) panel.

Related alert data appears under the Volume Alert Triggers panel.

To close an alert, select the desired alert under the Volume Alert Triggers panel, and click Close Alert under the
Navigation menu (accessible through the right-click menu and right panel).

The selected alert is closed and removed from the Volume Alert Triggers panel.

To apply a resolution to an alert, select the desired alert under the Volume Alert Triggers panel, click Set
Resolution State, and select the desired resolution option (accessible through the right-click menu and right
panel).

The selected resolution option is applied to the alert under the Volume Alert Triggers panel.
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Discovered Objects

The Discovered Objects dashboard allows you to view all NetApp discovered objects. You can view the following
discovered objects through the Discovered Objects dashboard:

e AMG Pairs

e AMGs

e Consistency Group Volumes
e Consistency Groups

e Drives

e Snapshot Volumes

e Storage Arrays

e Storage Pools

e Thin Volumes

e Volumes
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NOTE: Exceeding the recommended number of 30 NetApp storage arrays for an agent-managed computer might
result in Not Monitored objects within the Discovered Objects view. For more information, please refer to Objects
not monitored in Discovered Objects view.

Performance Views

The Performance Views dashboard allows you to view data for various volume performance metrics through a
graphical chart. Specific volume performance metrics are selectable through the Monitoring panel of the SCOM
Operations Manager Console. The following performance metrics are selectable through the Performance View
Dashboard:

e Volume IOPs — Combined (operations/sec)
e Volume IOPs — Read (operations/sec)

e Volume IOPs — Write (operations/sec)

e Volume Latency — Combined (ms)

e Volume Latency— Read (ms)

e Volume Latency — Write (ms)

e Volume MB/s — Combined

e Volume MB/s — Read

e Volume MB/s — Write
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When a performance metric is selected, you can chart data for a specific volume by selecting the item under the
Legend section of the Performance Views dashboard. You also can select and chart multiple volumes simultaneously
with the Performance Views dashboard. Based on the selection or selections under the Legend section, the
Performance Views dashboard displays the corresponding volume performance data on an X/Y axis chart. The date
range applied to the displayed chart is customizable through the Select Time Range option under the Performance
Actions menu of the Performance Views dashboard.
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Using the Performance Views Dashboard

42

Perform the following to access and use the Performance View dashboards:

1. Under the Monitoring panel, expand NetApp E-Series Storage Array >> Performance Views, and select the
desired performance view dashboard.

The selected performance view dashboard is displayed.

2. Under the Legend section, click the Show column to display the corresponding target data within the
performance view dashboard.

The selected target data appears within the chart section of the Performance Views dashboard.
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3. To filter displayed targets under the Legend section, select one of the following options under the Look For
field:

e All Items — Lists all available targets.

e Items in the Chart — Lists all targets currently displayed under the chart section of the performance view
dashboard.

e Items notin the Chart — Lists all targets not displayed under the chart section of the performance view
dashboard.

e Items by text search — Enables the filtering of targets by partial or complete alphanumeric entries through
the adjacent text search field.

4. If needed, click Select Time Range under the Performance Actions menu to customize the timeline view

under the displayed chart.
The Time Range dialog window is displayed.

a. To chart target data by specific time, check the Specific start and end times radio button.
Select the desired start and end date/time under the corresponding Since and Before fields.
To chart target data by time range, check the Select a time range radio button.

Select the desired time interval under the In the last fields.

c. Click OK.

The performance view chart displays target data by the specified time range filter criteria.
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Time Range .
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5. To customize the view of the displayed chart, click Personalize View under the Performance Actions menu.
The Personalize View dialog is displayed.
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a. Select the desired visual options under the Display or Chart Area tabs.
b. Click OK.

The performance view chart displays target data by the specified visual options.
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Obtaining Volume Performance Data

The NetApp Storage Array Management Pack contains a script for obtaining the performance data of storage arrays
and volumes that the SCOM Management pack is monitoring.

Performance Monitor Data Output

You can import the data into a spreadsheet as a tool to organize the data, sort it, chart it, and analyze it for debugging
purposes when a performance alert is triggered. The following screenshot displays an example of a data performance
script.

PE C:“Program Files“NetApp“SCOM Integration Pack> .“\Get—%DUolumePerformance.psl
pikespeak—Z6—iiZ-ii3 —once
date,array,volumeMame . readResponsel ime  writeResponsel ime . readl Ops, writelOps, . rea
dThroughput ,writeThroughput
23$3Nou22*838334,pikespeak*26*112*113,xSi_zHanual*Bl,B.BB,B.BB.B.BB,B.BB,B.BB,B

é%agosgzéaggaM,pikespeak—zs—uz—na,sSS_iPlacehulder—P,3.17,3.13,5931 .86.5421
211 3Nov2 208034, pikespeak-26-112-113,1S0_Images, .00, 0. 00, 0.A0,.0.00.0. 00, . A0
2613H0u22-080834 . pikespeak—26-112-113 . x51_Auto-14.0.60.0.00.8.00,0.00. .00, 0.00
261 3Nou22-@80A34 . pikespeak—26-112-113.x51_Auto-19.0.00.0.00.0 .00, .00, 3. 04 000
2813Nou22-880A34_ pikespeak—26-112-113 . x51_zManual 2 0.00.0.00.0.00.0.600.0.00. 0
.pikespeak—26-112-113,555_Auto—| . .73.17547.35.0.

~pikespeak—26-112-113,Test-DS@6 -8 o -908.8.808
spikespeak-26-112-113,x51_zManual-83.8 - .80,.60.08,8

.80
2013Nou22-080034 . pikespeak-26-112-113.x51_Auto-27m.B.00.0.00.0.00.0.00.0.600.0.08
a

201 3Nov22-080034 . pikespeak-26-112-113,x51_Auto-03.8.60,0.00.6.00,6.680,0.60,8.80
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NOTE: You must run the script from a proxy server.

You can obtain performance data on only one storage array at a time. The script returns the following performance
data:

e Response time (latency) - The amount of time expressed in milliseconds that the array takes to perform an I/O
operation

e Input/output operations per second

e Throughput expressed as MB per second

Performance statistics are returned from the NetApp E-Series web service API. The Performance Date is refreshed
with new analyzed data every 300 seconds. By default, the script returns the performance data for all volumes on a
storage array and returns performance data only when requested. However, you can edit the script in the following
ways:

e Continuously poll a storage array and return the data as terminal window output. The script returns performance
data for the specified volume and then sleeps before returning performance data again.

e Change the data collection interval.

e Specify individual volumes on a storage array for which to return performance data.

Configuration for the Web Services API is available through the wsconfig.xml file. The wsconfig.xml file is

located in the webserver directory of the installation path of the NetApp SCOM Management Pack at the following
location:

- -\NetApp\SCOM Management Pack\webserver

You can run a script to download the performance data for a single volume as a comma-delimited spreadsheet. The
spreadsheet provides a tool for you to use to analyze volume performance data. You can run the script to query the
web server and output the data to the terminal two modes.

e The default mode is a one-time query.
e The script can run in continuous mode. To interrupt the continuous output, press Ctrl+C.
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The script returns the following volume performance data:

e Read response time
e Write response time
e Read IOPs

e Write IOPs

¢ Read throughput

e  Write throughput

To run the script, the SCOM Management Pack must be monitoring the storage array. By default, the script returns
the data for all volumes on the storage array, but you can filter the list of volumes on which to run the script.

Running the Performance Data Script
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You must run the script from the NetApp Storage Array Shell. To run the script, perform these steps:

1. Inthe SCOM Operations Manager window, select a volume or storage array on which to run the script.
2. Inthe right pane of the SCOM Operations Manager window, click Connect via RDP to manage Agent system.

» Tasks
[ @&
State Actions v

Tasks e

Navigation
| Alert View
<,| Diagram View
+7| Event View
= Performance View
=7 State View
-3 MNetwork Vicinity Dashbeard

=™ Object State Dashbeoard

NetApp ESeries Storage Array Tasks "

I m Connect via RDP to manage Agent s‘ysteml

The proxy server opens.
3. Onthe proxy server desktop, select Start >> NetApp StorageArray Console.
The NetApp Storage Array Shell terminal window opens and shows all storage arrays managed by the proxy

server.

B Netapp Storage Array Shell

Welcome to the NetApp Storage Array Command Shell.
To list all commands. type: Get—Command
To get help for a command. type: Get—Help [command name]

Storage Systems managed by this proxy (IP Addressesd:

PS C:“\Program Files“MWetApp“\SCOM Integration Pack> _
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4. Atthe command prompt, type one of the following commands:

e For a one-time return of volume performance data:

-\Get-SDVolumePerformance.psl <array name> -once
EXAMPLE:

\Get-SDVolumePerformance.psl ictm-bst-399x -once

e For a continuous return of volume performance data:
\Get-SDVolumePerformance.psl <array name> -continuous
EXAMPLE:

-\Get-SDVolumePerformance.psl ictm-bst-399x -continuous

o The terminal window returns the volume performance data
o To end a continuous return of volume performance data, type Ctrl+C.

The following screenshot displays the volume performance data for a storage array.
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Downloading the Performance Data

You can download the performance data to your local workstation and then import it as a comma-delimited file into a
spreadsheet or other application.

NOTE: In order for the imported file to format the data correctly, the file must be comma-delimited.

1.

To download the performance data, type the following command at the command prompt:

-\Get-SDVolumePerformance.psl < array name> -once | out-file <location> < array
name>.csv

EXAMPLE:

-\Get-SDVolumePerformance.psl ictm-bst-399x -once | out-file C:\PefLogs\ictm-bst-
399x.csv

The following screenshot displays the downloaded file.

(; (i‘t,v| ~ Computer = Local Disk (C:) = PerfLogs = = & search perogs

Organize * |Gpen v Mew Folder

i Favores 2l name Date madifisd T | sie

B Desktop A Admin 71132009 7:35 PM File Folder
& Downloads ictm-t sy 1/6/2014 12:23 P
ecent £l

Import the file as a comma-delimited file into a spreadsheet of another application.

Import the data From Text
Make sure the file type is Delimited
Make sure the delimiter is Comma

[ )
[ )
[ )
e Make sure YMD is selected in the Column data format

Launching the NetApp Storage Array Discovery through the SCOM
Operations Manager
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Perform the following steps to launch the NetApp Storage Array Discovery application for an agent machine through
the operations manager:

1.

o0 rw®

Under the Monitoring panel, expand the NetApp E-Series Storage folder, and select the desired subfolder or view.
The selected subfolder or view appears within the operations manager.

Click Connect via RDP to manage Agent system under the NetApp ESeries Storage Array Tasks section of the
operations manager.

A remote desktop session for the agent machine is displayed.

Within the remote desktop session, select Start >> All Programs.

Locate the folder SCOM Management Pack.

Select the icon labeled NetApp Storage Array Discovery.

Run the NetApp Storage Array Discovery application.

The Add Storage Arrays window displays.

NOTE: For information on how to add storage arrays, refer to Discovering NetApp Storage Arrays.
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Troubleshooting

SQL Primary filegroup is full error

In certain instances, an error might occur if the SQL Primary filegroup is full when performing a save action within the
NetApp SANtricity Management Pack for Microsoft System Center Operations Manager (SCOM). To mitigate this
issue, the database autogrowth setting must be turned on through the SQL SSMS Database Properties —
OperationsManager.

Perform the following to access and configure the autogrowth setting under the database:

1.
2.

Open SQL SSMS.

Right-click the database, and select Properties.

The Database Properties — OperationsManager window is displayed.

Under the Select a Page panel, select Files.

The corresponding files appear under the Database files section of the Database Properties —
OperationsManager window.

Click the icon under the AutoGrowth/MaxSize column for the desired database file.

The Change AutoGrowth window appears for the selected database file.

Under the Change AutoGrowth window, check the Enable Autogrowth box and click OK.
The AutoGrowth setting is now enabled for the selected database.

Reboot of the Management Server (RMS).

If the database is on a different server, reboot the SQL server.
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Health Service exceeds maximum allowed item amount error
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Occasionally, the Health Service might continually reset whenever the maximum amount of allowed items is
exceeded. This error is usually attributable to improperly configured registry keys. Appropriate registry key settings
are typically configured through the installer; however, unique installation scenarios might prevent the proper
automated configuration of registry keys (e.g., SCOM installed on agent side before setting up server, no established
communication between server and agent, or renaming the management group). If you receive an error stating the
Health Service exceeds the maximum amount of allowed items, the following registry keys must be configured
manually:

Key Property New Value
] ] 5120
HKEY_LOCAL_MACHINEN\SYSTEM\CurrentControl Persistence Version (Default
Set\Services\HealthServices\Parameters Store Maximum value=1920)
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControl 102400
Set\Services\Heal thService\Parameters\\Ma MaximumQueueSizeKb (Default

nagementGroups\<MG NAME> value=15360)

The <MG NAME> segment under the second registry key varies based on the user. The <MG NAME> is configured by
the user during installation and can be changed anytime thereafter. If the <MG NAME> is modified after installation, the

value for the registry key retains the default value of 15360. To mitigate any Health Service errors, you also should
manually configure the registry key value to 102400 when modifying the <MG NAME> post-installation. Alternatively,

you can run the ScomSetRegistryValues.psl script under the root installation directory to adjust the

appropriate registry keys automatically. This script will only adjust the aforementioned registry values if their current
values are less than the “New Value” listed above.
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Objects not monitored in Discovered Objects view

If objects are displayed as Not Monitored in the Discovered Objects view, the storage object threshold limit might have
been exceeded. It is highly recommended users not exceed 30 NetApp storage arrays for each agent-managed
computer. Exceeding the recommended number of 30 NetApp storage arrays for an agent-managed computer might
result in unmonitored objects within the NetApp SANtricity Management Pack.
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NetApp, the NetApp logo, Go Further, Faster, ASUP, AutoSupport, Campaign Express, Cloud ONTAP, clustered Data
ONTAP, Customer Fitness, Data ONTAP, DataMotion, Fitness, Flash Accel, Flash Cache, Flash Pool, FlashRay,
FlexArray, FlexCache, FlexClone, FlexPod, FlexScale, FlexShare, FlexVol, FPolicy, GetSuccessful, LockVault,
Manage ONTAP, Mars, MetroCluster, MultiStore, NetApp Insight, OnCommand, ONTAP, ONTAPI, RAID-DP,
SANTtricity, SecureShare, Simplicity, Simulate ONTAP, Snap Creator, SnapCopy, SnapDrive, Snaplntegrator,
SnapLock, SnapManager, SnapMirror, SnapMover, SnapProtect, SnapRestore, Snapshot, SnapValidator, SnapVault,
StorageGRID, Tech OnTap, Unbound Cloud, and WAFL are trademarks or registered trademarks of NetApp, Inc. in
the United States, and/or other countries. A current list of NetApp trademarks is available on the web at
http://www.netapp.com/us/legal/netapptmlist.aspx.

Cisco and the Cisco logo are trademarks of Cisco in the U.S. and other countries. All other brands or products are
trademarks or registered trademarks of their respective holders and should be treated as such.
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How to send your comments
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You can help us to improve the quality of our documentation by sending us your feedback.

Your feedback is important in helping us to provide the most accurate and high-quality information. If you have
suggestions for improving this document, send us your comments by email to doccomments@netapp.com. To help us
direct your comments to the correct division, include in the subject line the product name, version, and operating
system.

You can also contact us in the following ways:

NetApp, Inc., 495 East Java Drive, Sunnyvale, CA 94089 U.S.
Telephone: +1 (408) 822-6000

Fax: +1 (408) 822-4501

Support telephone: +1 (888) 463-8277
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